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How to configure SSH Key-based authentication on the Comset CM6865V Router

1. Open puttygen.exe. Click on “Generate”, then move the mouse cursor inside the box
highlighted in red.

&P PUTTY Key Generator ? X
File Key Conversions Help
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Please generate some randomness by moving the mouse over the blank area
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Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
RSA DSA ECDSA EdDSA SSH-1(RSA)

Number of bits ina generated key. 2048
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| B PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa
AAAAB3INzaCTyc2EAAAADAQABAAABAQCYJy7CmniM5plYjcOHYHOco9bBYIFTNbSJwalkKkA8WpUgIfZhDmyv
086cn8PRNV/IKKEKAZBBYez8rL18ukibr6 7h/ac7Ibr769DPxreDMH059%03ZicEK
+xclm5VecwPBOGzN6/VupJQhs2b4uryfirSotXmm\V/64jD08t L Hh5cnWwOzVE1KQgZxUOzDPXhN9pfiU/Xr24d19p
y90BhBfbZal 8d0uXKgOINoH4mnnSRg+0Q

Key fingerprint: ssh-rsa 2048 SHA256:20tkMYeht|8rc3L+d2qp7f0iSHAWBWS7Ev+a81ZZdpQ
Key comment: rsa-key-20221115
Key passphrase:
=l Confirm
Actions
Generate a public/private key pair Generate
h Load an existing private key file Load
8 Save the generated key Save public key Save private key |

¢ Parameters

Type of key to generate:
ORsA (O bsAa () ECDSA () EdDSA () SSH-1(RSA)
Number of bits in a generated key: 2048

2. Click on “Save public key”.
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3. Copy the public key and paste it in the web GUI. Disable password authentication.

Status Web GUI

System

SSH Access
System
Setup Wizard Dropbear Instance
Password
Password authentication
Software
Startup
e SSH-Keys

Here you can paste public SSH-Keys (one per line) for SSH public-key authentication
Backup/Restore

Upgrade

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCYJy7CmniM5plYjcaH/Y HOcoO9bBYIFTNb5JwalKkABWpUgIfZhDmyv088ecn8PRNWV/I KKEEA1
Raset

Reboot
Services

Network

Logout Save & Apply Save

4. Open putty. Input IP address.

% PuTTY Configuration ? >

Cateqgary:
- S!essiun | Basic options for your PuTTY session |
- Logging Specify the destination you want to connect to

=1~ Terminal
5 Tﬂl(::'buard Host Name {or IP address) Port

i [192.168.1.1 | [22 |

- Features Connection type:

- Window @®5SSH (O Seial (O Other: | Telnet - |
- Appearance : s

- Behaviour Load, save or delete a stored session

-~ Translation Saved Sessions
[+~ Selection | |

- Colours .
onnection Default Settings | Load J
- Data
- Proxy l_Sa'u'e i
B-55H
- Serial
- Telnet
- Rlogin
- SUPDUP Close window on exit:

i Aways  (JNever (@) Only on clean exit

Abot || Hep | [ open || Cancel

[
5

| Delete |
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5. Use the private key we saved from puttygen.exe.

ﬁ PuTTY Configuration

Category:

- Keyboard - |
- Bell

‘... Features

= Window

- Appearance

- Behaviour

- Tranglation

+- Selection

‘... Colours

=l Cpnnectiun
i--Data

Host keys
- Cipher

%11

Cptions cortroling S5H authentication

Display pre-authentication banner (S5H-2 only)
[ | Bypass authentication entirely {55H-2 only)
[] Disconnect if authentication succeads trivially

Authertication methods

Attempt authentication using Fageant

[ ] Attempt TIS or CryptoCard auth (55H-1)
Attempt “keyboardinteractive” auth (S5H-2)

Authentication parameters

[ ] Mllow agent forwarding
] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

zsktop'\Putty public keyl.private_key.pplcl] Browse. ..

6. Open connection and input SSH username: router

EF 192.168.1.1 - PuTTY




